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E-Safety Policy  
  
E-Safety encompasses Internet technologies and electronic communications such as mobile 
phones and any wireless technology. It highlights the need to educate children and young people 
about the benefits and risks of using new technology and provides safeguards and awareness 
for users to enable them to control their online experiences.  

The school’s e-safety policy will operate in conjunction with other policies including those for 
Safeguarding, Pupil Behaviour, Bullying, Curriculum, Data Protection and Security.  

  

ICT in modern day society  

  

ICT is seen as an essential resource to support learning and teaching, as well as playing an 
important role in the everyday lives of children, young people and adults. Current and emerging 
technologies used in school and, more importantly in many cases, used outside school by children 
include:   

  

• Internet   

• Email   

• Instant messaging e.g. Facebook messenger, Instagram and Snapchat (regularly including images 
and videos) 

• Blogs (online interactive diary) and Vlogs (online video diaries e.g. Youtube)  

• Social networking sites e.g. Facebook, Instagram, Snapchat and Youtube. 

• Music streaming sites e.g. Youtube, Apple Music and Spotify.   

• Full range of mobile apps on phones and tablets. 

• Online gaming through consoles and PCs including voice chat. 

The use of the above technologies offers exciting and valuable learning experiences both in and 
out of the context of education. All users need to be aware and educated on the potential risks 
associated with the use of these, as many internet based technologies are not consistently or 
appropriately policed or monitored.   
  
Good Habits  
  
E-Safety depends on effective practice on a number of levels:   

• Responsible ICT use by all staff; encouraged by education and made explicit through 
published policies.  
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• Appropriate and regular learning opportunities for children in both Key Stage 1 and Key 
Stage 2. Safe practice and responsible conduct is taught and modelled explicitly. 

• Sound implementation of e-safety policy in both administration and curriculum, including 
secure school network design and use.  

• Safe and secure broadband including the effective management of content filtering.   

 
The school has appointed e-Safety co-ordinators D. Vowles / E. Petty  
  
The e-Safety Policy will be reviewed every 2 years. This policy will next be reviewed July 2020  
  

Why is Internet Use Important?  
  
The purpose of internet use in school is to raise educational standards, deepen learning, 
promote pupil achievement, support the professional work of staff and to enhance the school’s 
management of information and administration systems.  
  
Internet use is part of the statutory curriculum and a necessary tool for learning. It is an 
essential element in 21st century life for education, business and social interaction. Access to 
the internet is therefore an entitlement for pupils who show a responsible and mature approach 
to its use. Our school has a duty to provide pupils with quality internet access.   
  
Pupils will use the internet outside school and will need to learn how to evaluate internet 
information and to take care of their own safety and security.  
  

How does Internet Use Benefit Education?  
  
Benefits of using the internet in education include:  

• Instant access to large amounts of information to aid research in lessons; 
• Access to world-wide educational resources including museums and art galleries;  
• The possibility of educational and cultural exchanges between pupils world-wide;  
• Access to experts in many fields for pupils and staff;  
• Professional development for staff through access to national developments, educational 

materials and effective curriculum practice;  
• Collaboration across support services and professional associations;  
• Improved access to technical support including remote management of networks and 

automatic system updates;  
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• Exchange of curriculum and administration data with the Local Authority and DCSF; 
access to learning wherever and whenever convenient.  

• Safe and secure storage of server data for staff use through cloud computing services. 
  
  

How can Internet Use Enhance Learning?  
  

• The school internet access has been designed expressly for pupil use and includes 
filtering appropriate to the age of pupils. However, staff users will have access to a 
wider variety of programs and websites. 

• Pupils will be taught how to use the internet safely and responsibly, whilst also being 
given focused internet based tasks to achieve in support of learning outcomes planned 
for the pupils’ age and maturity.  

• E-safety should be a focus in all areas of the curriculum and staff will reinforce e-safety 
messages in the use of ICT across the curriculum.   

 
 
What does OFSTED say about E-safety?  
  
OFSTED make the following suggestions within their New Ofsted Handbook that need to 
be met within primary schools:   

 All teaching and non-teaching staff should be aware and able to recognise e-safety issues 
with high quality leadership and management to make e-safety a priority. 

 High priority given to training and continuation training to all staff, including the 
contribution of the wider school community. One member of staff to receive accredited 
training (for example: to become an e-safety officer) 

 Clear reporting processes. 
 Rigorous, plain English policies and procedures integrated with other relevant policies. 
 Progressive e-safety curriculum. 
 Provision of a recognised Internet Service Provider (ISP) with age-related filtering  
 Good risk assessment. 

 
Authorised Internet Access  
  

• The school will maintain a current record of all staff and pupils who are granted internet 
access.  

• All staff/pupils and parents must read and sign the ‘Acceptable ICT Use Agreement’ 
before using any school ICT resource.  

• Parents will be informed that pupils will be provided with supervised internet access.   
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• Parents will be asked to sign and return a consent form for pupil access.  
  

World Wide Web  
  

• If staff or pupils discover unsuitable sites, the URL (address), time, content must be 
reported to the Headteacher and IT Technician, who will be able to add the site to the 
school filter list.  

• School will ensure that the use of internet derived materials by pupils and staff complies 
with copyright law.  

• Pupils will be taught to be critically aware of the materials they are shown and how to  
validate information before accepting its accuracy.  

  

Email  
  

• Access in school to external personal e-mail accounts may be blocked.  
• Whilst the children have their own school email addresses due to the school Gmail setup, 

these are currently out of action. Children are not notified of their existence and they 
should not be used in any instance. 

• E-mail sent to external organisations is written carefully and, depending on level of 
sensitivity, authorised before sending, in the same way as a letter written on school 
headed paper.  

• The forwarding of chain letters is not permitted.  

  

Social Networking  
  

• We will block/filter access to social networking sites and newsgroups unless a specific 
use is approved. The exception to this is Youtube, which has become a valuable 
educational tool. However, access through child PC/Chromebook logins is restricted to 
filter out inappropriate content. 

• During our curriculum modules on E-safety, pupils are advised: 
o Never to give out personal details of any kind which may identify them or their 

location. 
o Not to place personal photos on any form of social media. 
o On security and encouraged to set passwords, deny access to unknown individuals and 

instructed in how to deal with unwanted communications. Pupils should be encouraged 
to invite known friends only and deny access to others. 
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Video Conferencing  
  

• Video conferencing will be appropriately supervised for the pupils’ age.  
  

 
Published Content and the School Website  
  

• The contact details on the Web site will be the school address, e-mail and telephone 
number. Staff or pupils personal information will not be published.   

• The headteacher or nominee will take overall editorial responsibility and ensure that 
content is accurate and appropriate.   

  

Publishing Pupils’ Images and Work   
  

• Photographs that include pupils will be selected carefully and will be in accordance with 
the consent forms as signed by parents on entry to school.  

• Pupils’ full names will not be used anywhere on the School’s website or any blogs, 
particularly in association with photographs, unless additional permissions have been 
granted by parents/carers. 

• Written permission from parents or carers will be obtained before photographs of pupils 
are published on the school website.  

• Work can only be published with the permission of the pupil and parents.   
  
  
Mobile Phone Use  
  

• Mobile phones are not permitted in public areas of the school and are only to be used in 
designated locations. (See signage around school)  

• Parents and visitors are not allowed to use mobile phones whilst in school and are asked 
to switch them off at reception.   

• Mobile phones that are brought into school by children should be clearly named and are 
to be left at reception at the start of the school day. They can be collected from the 
office at the end of the school day.  

• The teaching staff do not accept any responsibility for loss or damage of the child’s 
phone whilst stored in school. The children are not permitted to use the phone whilst in 
school.  

• All staff should ensure that their mobiles are either on silent or switched off during 
lessons and should only be used before school, during allocated breaks (within designated 
places) or at the end of the school day. In extenuating circumstances, staff may be given 
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permission by the Headteachers or Deputy Headteacher to use phones outside these 
parameters. 

• Children are taught about the safe code of practice when using mobile phones such as 
keeping mobile numbers, PINs and passwords secure and how to report any malicious 
messages/content received.  

  
  
Technical – Infrastructure / Equipment, Filtering and Monitoring  

  
The school will be responsible for ensuring that the school infrastructure / network is as safe 
and secure as is reasonably possible and that policies and procedures approved within this 
policy are implemented.  It will also need to ensure that the relevant people named in the above 
sections will be effective in carrying out their e-safety responsibilities:  
  

• School ICT systems capacity and security will be reviewed regularly.   
• The school will work in partnership with the Local Authority, ISP and relevant filtering 

systems to ensure filtering is as effective as possible.  
• Virus protection will be installed and updated regularly.  
• Security strategies will be discussed with the Local Authority.  
• School ICT systems will be managed in ways that ensure that the school meets the e-

safety technical requirements outlined in the BT Security Policy and Acceptable Usage 
Policy and any relevant Local Authority E-Safety Policy and guidance.  

• There will be regular reviews and audits of the safety and security of school ICT 
systems  

• Servers, wireless systems and cabling must be securely located and physical access 
restricted.  

• All users will have clearly defined access rights to school ICT systems.  
• All users (at KS2 and above) will be provided with a username and password by the ICT 

Support Teaching Assistant (also known as the IT Technician).   
• The “master / administrator” passwords for the school ICT system, used by the Network 

Manager (or other person) must also be available to the Headteacher or other nominated 
senior leader and kept in a secure place (eg school safe). 

• Users will be made responsible for the security of their username and passwords, must 
not allow other users to access the systems using their log on details and must 
immediately report any suspicion or evidence that there has been a breach of security.   

• The school maintains and supports the basic level of filtering service provided by BT.   
• The school has provided enhanced user-level filtering through the use of the filtering 

programme which enables greater flexibility and is controlled through the ICT Support 
Teaching Assistant.   
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Assessing Risks  
  

• The school will take all reasonable precautions to prevent access to inappropriate 
material. However, due to the international scale and linked internet content, it is not 
possible to guarantee that unsuitable material will never appear on a school computer. 
Neither the school nor the LA can accept liability for the material accessed, or any 
consequences of internet access.    

• The school will audit ICT use to establish if the e-safety policy is adequate and that the 
implementation of the e-safety policy is appropriate.   

  

  Handling e-safety Complaints   
• Complaints of internet misuse will be dealt with by a senior member of staff.  
• Any complaint about staff misuse must be referred to the Headteacher.  
• Complaints of a child protection nature must be dealt with in accordance with school child 

protection procedures.    
• Pupils and parents will be informed of the complaints procedure.  

 

Communication of Policy  

Pupils  

• Guidance for safe internet use will be posted in all networked rooms.   
• Pupils will be informed that internet use will be monitored.   

• A planned e-safety programme should be provided as part of ICT / PHSE / other lessons 
and should be regularly revisited – this will cover both the use of ICT and new 
technologies in school and outside school. 

• Key e-safety messages should be reinforced as part of a planned programme of 
assemblies and tutorial / pastoral activities. 

• Pupils should be taught in all lessons to be critically aware of the materials / content 
they access online and be guided to validate the accuracy of information. 
  

Staff  
• All staff will be given the School E-Safety Policy and its importance explained.  
• Staff should be aware that internet traffic can be monitored and traced to the 

individual user. Discretion and professional conduct is essential.  
• An audit of the e-safety training needs of all staff will be carried out periodically.  
• Staff will be made aware of current internet safety training and periodic reviews will 

take place.  
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 Parents  

• Parents’ attention will be drawn to the School E-Safety Policy in newsletters, the school 
brochure and on the school website.   

• All pupils/staff and parents will be required to sign an acceptable use policy 
agreement.  

• Parents will be offered the opportunity to attend an internet safety workshop 
throughout the year.  

  
This document has been completed, ensuring that all concerned with its production have taken 
into account current legislation relating to race, gender, age, ability and disability.  

 

This will ensure that, where possible and within the limits of reasonable adjustment, we meet 
the needs of every child and adult linked to the life of the school.  

The school e-safety policy is available on request or from the school website.    
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Referral Process – Appendix A   

Appendix A  

Flowchart for responding to e-safety incidents in school  
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Staff E-Safety Rules  

  

These e-Safety Rules help to protect pupils and the school by describing acceptable and 
unacceptable computer use.  

• The school owns the computer network and can set rules for its use.  

• It is a criminal offence to use a computer or network for a purpose not permitted by 
the school.   

• Irresponsible use may result in the loss of network or internet access.  

• Network access must be made via the user’s authorised account and password, 
which must not be given to any other person.    

• All network and internet use must be appropriate to education.    

• Copyright and intellectual property rights must be respected.  

• Messages shall be written carefully and politely, particularly as email could be 
forwarded to unintended readers.    

• Anonymous messages and chain letters are not permitted.  

• Users must take care not to reveal personal information through email, personal 
publishing, blogs or messaging.   

• The school ICT systems may not be used for private purposes, unless the head 
teacher has given specific permission.  

• Use for personal financial gain, gambling, political activity, advertising or illegal 
purposes is not permitted.  

  
The school may exercise its right to monitor the use of the school’s computer systems, including access 
to websites, the interception of e-mail and the deletion of inappropriate materials where it believes 
unauthorised use of the school’s computer system may be taking place, or the system may be being used 
for criminal purposes or for storing unauthorised or unlawful text, imagery or sound. 

  
  


